Abstract. In recent years, with the development of computer and networking technology, much more attention has been raised to digital watermark technology. The robustness and invisibility are two main indicators of the digital image watermarking system, and the combination of watermark pre-processing and embedding watermarking algorithm can improve the robustness and reduce error rate. In this paper, the algorithm can extract watermark without the original image, and realize a blind detection of watermark. The experimental results show that this algorithm is good at invisibility, and has good robustness to the attacks of down-sampling, noise, format converting, filtering.
Figure2. Image Watermarking System of Detected Model
The analysis of watermark pre-processing method
The Introduction of Watermark Pre-processing. The principle of watermark pre-processing is to make watermark mapped to a disordered sequence by watermark pre-processing method. The purpose is to break the correlation between the pixels in the original watermark, enhancing its invisibility and robustness. Many methods are used in watermark pre-processing, including the scrambling transformation, error correction coding, chaotic maps and spread spectrum, etc.
Error Correction Coding. The basic idea of error correction coding is to make the mutually independent, and unrelated information codes become the data sequence which has some relevance and some regularity by making some kind of transformation to the original sequence, According to this rule, the recipient of the information can make inspection and correct the errors of codes in the transmission channel. The principle of error correction [3] could be introduced to watermark algorithm to conduct error control, which can improve the robustness of the watermark.
Because of the consideration of real-time and computational complexity, the algorithm of this paper uses the most common (7, 4) Hamming code [4] .We can detect errors of the message in transmission channel by (7, 4) Hamming code and the method is very quick and easy. Watermark technology requires the algorithm as simple as possible, so watermark pre-processing should be simple as well. (7, 4)Hamming code can ensure the efficiency of the watermark.
Chaotic Map. Chaos phenomenon is deterministic, which is similar to the random process that appears in a nonlinear dynamical system. This process is neither periodic nor convergent, and has extremely sensitive dependence on the initial value. With the maturity of the nonlinearity and chaos theory, the research for chaos is focused on application, especially on communication. The reason is that chaotic systems has sensitive dependence on the initial value, which can provide a large number of non-related, random but determined renewable signal.
A very simple but extensively studied dynamical system is the Logistic map; The definition is as follows [5] :
. The results of chaotic system research show that: when 4 5699456 . 3 ≤ < μ , Logistic map is in a chaotic state. In fact, Logistic map can also be defined in the (-1, 1) interval, its form is as follows:
, quickly reaches cycle ∞ → N , and then enters chaos state. The probability density function of chaotic sequence is:
But in the first definition, when 4 = μ , probability density function can be rewritten as: , we can easily get some meaningful statistical characteristics in chaotic sequence which is generated by Logistic map.
The advantages of Logistic map can be summarized as follows:
(1). The form is simple. (2) . Be sensitive to initial conditions. (3). It has the statistical characteristics of white noise, and it can be used in a number of occasions which need white noise modulate.
We can choose the chaotic sequence to make watermark preprocessing because of these properties of the chaotic sequence.
The Realization of the Algorithm of Watermarking System The Pre-processing of Watermark. The steps of the pre-processing of watermark are as follows.
1. The first step is to make chaotic sequence processing (1) . Convert the initial watermark to binary sequence and take it as the initial sequence W (2). Set a key 0
x as the initial value of the chaotic sequence, select a μ between 3.5699456 and 4, then use Logistic map to produce a real value sequence.
. Convert real-valued sequence to binary chaotic sequence by threshold function, and make the binary chaotic sequence XOR with the original watermark sequence to modulate watermark information.
2. Transcode the generated sequence by 74 yards. The Embedded Algorithm of Watermark. The steps of the embedded algorithm of watermark are as follows.
(1). 8 * 8 blocks DCT transform on the carrier image I, get a matrix A .
. Select a group of adjacent coefficients in the zigzag arrangement in the matrix A in the low-frequency region. Embed watermark by modifying the relative size of the adjacent coefficients, we can get a new watermarked matrix B
The pseudo-code for the embedded watermark is:
Two coefficients are set as X, Y in the coefficient group. msg represents the pre-processed watermark information, and α represents the embedding strength of watermark.
If
. Make IDCT transformation to matrix B , and then get watermarked imageI ′ . The Extraction Algorithm of Watermark. The steps of the extraction algorithm of watermark are as follows.
(1). Make 8 * 8 block-DCT transformation on the imageI ′ , and then get a matrix 1 A .
(2). According to the Coefficients which are selected in step (2) in 4.2, we can extract watermark information by comparing the size of them.
The pseudo-code for the detection watermark is:
If X<Y msg=0 Else msg=1
The De-pre-processing of Watermark. The steps of the de-pre-processing of watermark are as follows.
(1). Through 74 yards of the inverse transform to extract the chaotic handled sequence.
(2). Set a key 0
x as the initial value of the chaotic sequence, and μ which is selected, we can produce a real value sequence by logistic mapping. (3). Convert real-valued sequence to binary chaotic sequence by threshold function, and make the binary chaotic sequence XOR with the original watermark sequence to decrypt watermark information, and get the watermark information.
Experimental Results
To verify the algorithm, I selected two bmp images of Lena and the baboon of 512 gray levels to do a experiment. The experiment environment is MATLAB 7.0, coefficient pairs (AC Figure. Figure. It can be concluded from the experimental data, which the algorithm has good resistance characteristics to the above listed attacks. The PSNR of watermarked image is far greater than 30db requirements, in the watermarked image under attack, even if the PSNR is less than 30db; NC value of detected watermark is greater than required 75% [6] .
Conclusion
This paper presents a robust digital watermarking algorithm based on pre-processing. Firstly, in this algorithm watermark information is preprocessed, via encrypting and adding error correction code. Then the watermark information was embedded into the DCT coefficients of the image, which ensure the invisibility and good robustness of the watermarking system. The method can effectively resist the attacks, such as downscaling, noise adding, transcoding and filtering attacks. Finally the NC value can also be reached a very high standard. However, we find that this algorithm has some drawbacks. It is not good at resisting the attack of rotation and shear. In the future, the algorithm is improved in against the attack. And enlarging embedded watermark and enhancing adaptability are important tasks as well.
